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ABSTRACT

The purpose of the study is to prevent and mitigate the attack that has already taken place
in Pakistan. The aim is that the cybercrime training could be utilized in the prevention of corporate
financial management training. The task of the financial management is to create a situation where
every employee of the company gets a sufficiently good overall picture of the cyber threats and
clear instructions for action. Investment is the financial market for the buying and selling of long-
term loans or investments. This type of capital market helps organizations and governments pay
their bills while protecting them from fraud. Commercial electronic commodities have replaced
these significant markets . These resources include currency exchanges, investment banks,
treasurers, and government departments. It shows that some online businesses and financial
services are being used in Pakistan. It all started in mid-October 2018, when some Islamic bank
clients received warning messages about monetary transactions they were not receiving .Due to
unprecedented $ 2.6 million exchanges, Islami Bank closed its global rate cap on October 27, 2018.
The scammers traded through ATMs around the world. Use of bank statements . When PakCERT
investigated cybersecurity, it was determined that the 20,000 bank card data could be tampered
with. With a high data high-data-rate, organisations need credit protection for data breaches. The
control system must require the financial component to provide the appropriate information and
data storage measures to ensure the reliable delivery of the product and the service component,
protect the data services and its processes, and the efficient use of facilities. With advanced
businesses covering the financial system through numbers and remote financial solutions, itis also
responsible for supporting the group in risk management. As non-partisans, international

organisations and development workers can promote public-independent dialogue, support




constitutional initiatives, and help build support structures that enable the sector to move forward

with the rapid change of environment.
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CHAPTER ONE: INTRODUCTION
Background

In the 21st century, non-traditional threats have become more important than traditional
ones. This period is called the "age of data"; as mechanical advances, data transformation, and
correspondence have contributed to the rise of digital warfare. As a result, the violent movement
of war zones from land, air and sea can be detected on the Internet. Digital conflicts are a real
threat to public influence and protection, as they have far-reaching consequences that are
exacerbated at home, around the world and abroad. Just as there is no digital activity between
countries, this makes it difficult to identify an opponent. In the case of Pakistan, the Internet has
spread to banking institutions, education as well as the military, as well as to the government
(Salahdine and Kaabouch, 2019). In any case, Pakistan is lagging behind when it comes to limiting

its position.

A large part of Pakistan is facing problems with illegal access. Pakistan has yet to establish
a modern base to defend itself against digital threats. This has now jeopardised the security of the
public in Pakistan due to the information insecurity of governments or individuals. In the interests
of public and private protection, various laws have certainly been passed, and they are not very
cost-effective. They are rude in Pakistan, So far, the project has been planned and proposed, but
the parliament has not yet approved it (Hussain, 2019). This is certainly a disappointment for the
government and other partners to ignore this issue. Pakistan needs to work effectively in this
particular region. Pakistan's financial sector has expanded the excellent quality of its computer
network and started putting financial offices online, but executives are not encouraged to try illegal
transfers. In the financial district, ATM fraud has become commonplace. Programmers are

introducing ATMs to hack into the card economy and extort other documents.




The website of the Pakistani Bank Allied Bank Limited was hacked, and programmers left
their website, which their framework cannot do. In fact, even several different banks have been
victims of digital attacks and lost huge sums of money. However, they ensure that defensive
measures are in place. As a result, they do not specify their extent, but constant attacks have a
serious impact on Pakistani society as a whole. The public seems suspicious of online banking
services. The Pakistani authorities have developed a small plan to spend on research and
innovation (Valasai et al., 2017.). The government does not see a significant need in this area, and
therefore, they do not spend more on it. As a result, Pakistan has been experiencing a sharp
economic downturn for some time. At the time, Kamran Ali Qureshi, the director of the Office of
Science and Innovation, told the Pakistani Commission that Japan was burning a 25% budget for

research and innovation, while Pakistan was spending less than 1%.

At that time, the advisory group came to the conclusion that we now hope to eliminate the
enemy of scientific behaviour and give this area more economic importance. Digital warfare is
more complex than traditional traps in Pakistan and India. Pakistan does not focus on innovation;
however, India invests more in its mechanical state and inhibits Pakistan's digital warfare. Israel
supports India against Pakistan. As a result, Pakistan lags far behind India in terms of research and
innovation. India has more complex innovations than Pakistan. This factor undoubtedly makes our
country unstable (Rahman and Shurong, 2017). Digital countries have two equivalent countries
that protect them. However, Indian programmers are much better than Pakistani programmers and
exceed the protected limits of digital delimiters. As a sovereign state, Pakistan must take prudent

measures to defend itself against digital threats.

In both countries, digital information attacks or breaks each other. With India in such a

position, it creates a dangerous situation for Pakistan as it does not have the right basis to know




about digital threats. To control Pakistan, some countries say, requires powerful digital forces to
prevent digital attacks. Unfortunately, Pakistan's digital military is lagging behind incomplete
innovation. There are few companies in Pakistan that reduce digital awareness. The Pakistan
Information Security Organization has launched a cyber-security campaign to raise public
awareness. If NGOs can pay attention to the population, the government seems to have little
interest in such activities. At this point, Hussein Sayed's secret agent Mushin introduced Pakistan's
first digital protection bill, called the 2014 Security Council Bill, which aims to manage traditional

risk rather than risk (Awan et al., 2017). This poses a natural threat to Pakistan's public security.

However, this law has not yet been passed because it is not interested in the government.
Pakistan currently has some laws on cybersecurity, but many of them are not strict, and others are
not enforced. This is a major reason for Pakistan's digital warfare. Pakistan has a digital platform
called Public Cybercrime Response Point. Its main task is to combat digital hidden words related
to data collection, financial problems and illegal stimuli. In fact, it is not very economical due to
the digital ignorance of the Pakistani people. People have no idea how to break crutches, and others
think it could make it harder for them, so they get stuck (Awan etal., 2018). However, government
research institutes also cover Facebook, Twitter, Google, Skype and other similar cybercrime. It

is gratifying to draw attention is not so realistic.

Pakistan faces growing cybersecurity challenges. Due to Pakistan's increasing reliance on
the Internet, explore more weaknesses in information technology. Here are some of the challenges.
Pakistani authorities have restricted the number of destinations that are sterilised due to offensive
information available (such as YouTube and streaming) available through various applications.
Thus, it created a dangerous situation for the state as it clearly shows that the administration is not

energetic enough to adequately avoid this fate. Pakistan Telecommunications Agency is a




government agency that establishes or maintains telecommunications (Afshan etal., 2018). Handle
all correspondence and circumvent illegal or disruptive sites to multiply the reasons for digital

protection.

In 2012, 2013, the PTA closed 15,380 websites/subscriptions because they contained
frightening information, but is this office not as good at banning places like YouTube? It remains
open in Pakistan, a testament to the government's greatest disappointment. This will lead to an
embarrassing situation regarding public safety in Pakistan. In addition, the US National Security
Agency monitors Pakistan through online correspondence. They seized 13.5 billion emails,
telephones and faxes, making Pakistan the second most important country the NSA has seen after
Iran. It is a matter of concern for Pakistan to properly address this issue and take appropriate
measures to verify its knowledge or framework for such espionage activities (Al-Muhtadi et al.,
2019). The financial sector is improving online addiction and providing the public with a
bankruptcy office in Pakistan, but the structure is insecure, so they are losing public confidence in

the online financial system.

The private financial companies in Pakistan do not offer their customers legal protection,
and therefore, people are more willing to store and save money at home than in banks. Manual
credit transfer of funds from branches to different branches takes too long, say five to ten days,
due to slow cash flow and due to one company or another this ton is left. People quit big contracts
because they do not get their money properly (Noor et al., 2019). Nowadays, many frightened
business relationships and mysterious meetings take place all over the world. They have more
sophisticated digital innovation and highly skilled people. When people are involved and

connected, they work independently. No law can be given to them, as their observation is also an




important criterion. As a result, these anonymous companies and parliaments create a very

dangerous environment for public safety in Pakistan.

The Pakistani framework cannot fight against or prevent illegal entry. In addition, there are
a number of panicked organisations operating in Pakistan that point to a more difficult security
situation in Pakistan. Lack of attention to digital technology in humans is also becoming an
increasingly serious challenge. People do not know how to protect their information against
hackers or illegal access because they are being abused. Many Pakistani programmers claim that
Pakistan's official database and registration authority are insecure. NADRA information is, in fact,
public and therefore, it must take effective steps to keep website secure (Glavee-Geo, Shaikh and
Karjaluoto, 2017). Because Pakistan is such a convenient place, there is a unique knowledge of
Pakistan and, therefore, a real threat to NADRA. This requires existing methods to ensure the
security of the information they develop. Hacktivism is not controlled in Pakistan, programmers
in the current plan are destroying many official destinations in the Pakistani administration, and it
is completely inappropriate for a government agency to do so as they lack innovations to prevent

these digital attacks.

Research Aim

The purpose of the study is to prevent and mitigate the attack that has already taken place
in Pakistan. The aim is that the cybercrime training could be utilized in the prevention of corporate
financial management training. The task of the financial management is to create a situation where
every employee of the company gets a sufficiently good overall picture of the cyber threats and

clear instructions for action. The training material is intended mainly for small and medium-sized




enterprises, but it can also be used by public authorities and larger companies, where applicable.
The training material can be used to improve the company's cybersecurity management,
management's cybersecurity awareness and the company's competitiveness, as well as to secure

the company's reputation and business continuity.

Research Objectives

e To analyses the effectiveness Cyber Security Strategies and preventing cyber
threats by Financial Institution in Pakistan.

e Toimprove the company's cybersecurity and financial institution in Pakistan.

e To provide recommendations for improving cybersecurity in Financial Institutions
in Pakistan.

e To identify the risks, arise in Financial Institutions in Pakistan regarding cyber-
attacks.




CHAPTER TWO: LITERATURE REVIEW
Risks in Financial Institutions in Pakistan Regarding Cyber-Attacks

With the increasing use of internet services to increase integration, governments are
transforming their centralized services into internet services. The use of Internet services in
government programs has increased the risk of destroying security systems from the inside out.
Based on published reports (Department of Homeland Security 2014, Reddy, Reddy 2014, Jang-
Jacquard, Nepal 2014, Elmagrabi, Losavio 2014, Sebastian Bortnik 2012, APWG 2013, Osterman
Research White Paper 2015.) and a conference held in the United States. Found that online experts
may have the ability to build networks, slow down, or reduce attacks on cyber services or services
linked to government documents (Zhou et al., 2019). The security, stability, and integrity of State
property and the public service are also a concern for institutions, as the increasingly severe attacks
on privacy information are another threat to the economy and national security. In Salahdine and
Kaabouch, (2019), the cyber services organization faced a significant data security crisis following
Hamas leader Mahmoud al-Mabh. Assassins used their three Europeans to steal from British
citizens in Israel. According to a New York Times report, the malware (Stuxnet, Flamer virus)
infected the Iranian nuclear agency and nuclear facilities before fleeing and destroying the website.
Also, along with another report published on October 16, 2014, the phishing campaign Gcaza and
Von Solms, (2017) created several people who discovered Dyre / Dyreza bank malware's use to

create user / authentic accounts. And send the information collected to the attackers. Dyre / Dyreza




banking malware brings a new problem to developing countries and is often created by senders,

installers, users, themes, and payers.

Digital Financial Services (DFS) has an excellent opportunity to see the integration of
financial resources and help improve people's lives. Thus, cybercrime has emerged as a significant
problem in developing countries' financial markets and threatens to undermine developing
countries in other sectors, including finance (Al-Muhtadi et al., 2019). In recent years, financial
markets in Sub-Saharan Africa, East Asia and the Pacific, Latin America, and South Asia have
been hit by the rapid growth of severe Internet and data - and markets with high DFSI trading
volumes have been severely affected. Although the Asian market has the highest use of mobile
phones and phone numbers, they are also at risk of being attacked by cyber attacks on office fees.
In 2016, financial institutions in Bangladesh, Indonesia, Japan, the Philippines, Taiwan, and
Vietnam were hit by a series of attacks (Awan et al., 2017a). Cybercrime is also growing in sub-
Saharan Africa and Latin America, with criminals growing faster in these two regions than in any
other region. One explanation for this situation may be that DFS applications are often used to use
insecure and unsafe methods to protect financial transactions' security, making DFS work with
clients. Buy it easily. Also, as governments develop more robust defenses against cyberbullying,
hackers seem to have shifted their focus simply from looking at the DFS market in the future with

their fragile use.

Many countries are adopting radio services, and Pakistan is one of the developing countries

where many organizations are using information technology in their facilities. Top governments




are showing their willingness to use these. types of art and services in their design. Buildings.
NADRA (National Database and Registration Authority) is Pakistan's official state-of-the-art
certification body used by banks, passport offices, electoral departments, telephone, and the FBI
(Federal Bureau of Investigation), among others. Maintain population information (Wolf, 2020).
According to the report (Threat Track Security 2014), NADRA is one of the world's leading
organizations due to its use of advanced service technologies. Currently, European countries are
using the SCAP (Security Content Automation Protocol) algorithm for their NVDs (National
Vulnerability Database), which data that allows risk assessment, security measurement, and
compliance (Awan et al., 2018). Experts have observed attempts to breach confidential information
(CyberSecurity - Stanford, CA, USA 2014, Pro Pakistan 2013). Meanwhile, NADRA may be the
target of a terrorist attack to close down or harm its central services, violate people's confidential

information, and use it for their purposes.

Investment is the financial market for the buying and selling of long-term loans or
investments. This type of capital market helps organizations and governments pay their bills while
protecting them from fraud. Commercial electronic commodities have replaced these significant
markets (Venkatachary et al., 2018). These resources include currency exchanges, investment
banks, treasurers, and government departments. It shows that some online businesses and financial

services are being used in Pakistan.

Pakistan is also a developing country that is starting to promote cyber security. Therefore,

confidentiality is a critical issue for organizations. For example, social networking sites provide a




platform that allows users to communicate freely and share personal information with friends. But
cybercriminals create these websites to steal personal information, including location (Gcaza and
Von Solms, 2017). According to security experts (Threat Track Security 2014), the expected cyber
threats in 2015 are shown in Figure 4. A high number of APTs, and a minimal number of harmful
cell threats. And again, the worst attacks gave 23%, while non-days of attacks and internal threats
were 13.5%. The percentage of potential network threats in 2015 is shown in Figure 5. 28% are
RCP (remote call method) and SQL injection, the second is about 23% chance, and the other -
25%, browse 17%. Cross-site scripting - 7% It was also found that most online services were
captured in 2015, as shown in the pictures above (Shah, 2018). And again, Pakistani politicians

need to lay the groundwork for a secure future.

Cyber threats and policies in Pakistan

Following the theft of confidential information by the US. The National Security Agency
(NSA), the National Telecommunications and Information Technology Security Council (NTISB)
have recommended laws to protect governments, agencies, and their operations from attack. On
the line. The Cabinet statement states that "these views raise serious concerns about the
implementation of all laws and regulations," and "the United States, a leading country in
communication and technological know-how, the use of tools, various electronic means of
communication (Awan et al., 2017b). Aerial studies such as satellites, telecommunications, power
surveillance via email surveillance, radio surveillance, information transmission, vulnerabilities in
IT network confidential information and another complex, hidden or past methods” (Glavee-Geo
etal., 2017). In 2014, a report Rahman and Shurong, (2017) stated that cyber hackers had launched

attacks on Pakistani websites that have in-depth knowledge of security and the government through




the promotion of DDoS. Investigation Agency (DDoS) According to an official document from
the National Cybercrime Response Center Awan et al., (2017b), the group cannot investigate FIA
air crimes (Valasai et al., 2017). An attack occurred. And surprise users through proxy agents such

as TOR, free software programs that keep the website from being ignored.

Cyber Protection Policies in Pakistan

At present, no law enforcement law in Pakistan can effectively address cyber threats. Law
enforcement in Pakistan, however, is inadequate and insufficient to communicate with threats on
the Internet (Geaza and Von Solms, 2017). This time it has eliminated all cybercrime and created
all sorts of cybercrime and cybercrime issues such as hacking (access to information), interference
with information and technological systems, especially false online line attacks against ICT
facilities, illegal fraud by members of the public, identity theft and viral exploitation and risk in
testing ICT system (uddin Ahmed et al., 2019). These criminal offenses cannot be adequately
reported or punished before the law. These unique and unusual crimes require a new and
comprehensive approach that will focus on the character of individuals/organizations on the
Internet (Glavee-Geo et al., 2017). The Tanzanian ambassador-initiated Pakistan to establish a
Cybercrime Unit (CCU) to deal with crime, create appropriate legislation, and set up a Computer
Emergency Response Team (CERT) to facilitate its operations (Salahdine and Kaabouch, 2019).
Tanzania has lost $ 6 million to various air courts, forcing them to upgrade CCU and CERT.
Angels officials discussed the $ 455 million lost each year due to cybercrime and computer theft
(Gupta, 2018). It has been observed that hundreds of millions of data records from developed
countries have been violated. In this regard, developed countries such as Pakistan should promote

anti-crime laws in developing countries (Rahman and Shurong, 2017). In January 2015, the




National Assembly of Pakistan introduced the Prevention of Crime Act 2015, unveiled by the
Minister of Information Technology and Communication Afshan et al., (2018), which addressed

the following key issues.

We are improving the right to use new search opportunities, which are not available, such
as searching and retrieving international evidence using selected methods. Instructions for the
manufacture of electronic certificates, orders for the maintenance of electronic certificates,
delivery of road information (Hussain, 2019). The collection of factual information under certain
circumstances and other powers is required to thoroughly investigate online offenses. The very
nature of the new power required to investigate and remedy these offenses requires compliance
with their functions and the protection of the people to freedom of expression under the
constitution (Noor et al., 2019). It can be achieved by strengthening defenses and establishing new

defenses, especially with the new power and emergency.

The introduction of this new law will effectively protect crime and provide national
security by providing and building a secure investment environment in ICT, Governor, and e-
commerce (Noor et al., 2019). And again, it also includes important protections for the disclosure
of these measures and for many measures to protect citizens' privacy. Thus, it did not work to
expose citizens to remove threats from all cybercriminals at home and abroad. It is the first major
government initiative to prevent cybercrime and promote national security on the Internet (Irfan
et al.,, 2017). However, other requirements need to be added to protect the government and the

citizens of Pakistan.




Effectiveness of Cybersecurity Strategies in Preventing Cyber Threats in Financial Institutions

When we think of cybersecurity, the first thing that strikes me is cybercrime. Illegal activity
in the context of cybercrime, where computers are used as a primary source of training and theft
(Wolf, 2020). Cybercrime is often defined as a crime which involves using a computer and the
Internet to steal personal information, track down searchers, and search for information (Awan et
al., 2017b). As modern technology is so essential to human life, crime in the technology sector
grows together. Malware attacks co-occur between tools, software objects, and communication
components, and improper use of an existing image. Cyber attacks are a direct attack on the
Internet against an organization that uses the Internet to disrupt, hacking, crippling, and illegally
use large IT devices (Gupta, 2018). Understanding cybersecurity has a positive effect on

organizational performance. Excessive computers are a severe problem in many lands.

It is widely believed that cyber terrorists are intelligent and have been able to launch attacks
on the privacy, accessibility, and organization of various technical services, such as data
management agencies (Salahdine and Kaabouch, 2019). The security, mobility, and stability of IT
resources and government services in the country is another administrative challenge, as the
increasing number of attacks has been a threat. national security, resulting in financial losses and
other vital data. It is estimated that by the year 2020, 38.5 brick-making technology will be
connected to the Internet to create and distribute confidential information worldwide (uddin
Ahmed et al., 2019). In this case, two new problems arise, such as information unrelated to multiple

scenarios' availability. A complex database is a database that changes depending on the type of




product and uses standard rules and different rules for sharing information (Al-Mubhtadi et al.,
2019). At the same time, many events are a set of facts and actions that flow into information and

communication systems.

The data and records on 19,864 cards, which belong to 22 Pakistani banks, show the dark
side, a survey conducted by Pakistan Emergency Response on the PakCERT Budget. It all started
in mid-October 2018 when some Islamic banks customers received warning messages about
currency exchange, which they did not receive (Rahman and Shurong, 2017). Due to unparalleled
transactions amounting to 2.6 million (USD 18,584.70), Islami Bank closed its global payment
system on October 27, 2018. The scammers have made international transactions through ATMs.
Using documents issued by the bank (Hussain, 2019). When PakCERT surveyed cyberattacks, it
found that the information on 20,000 bank cards could be compromised. And again, the news
might explain that some of you recently received from your banks. The card has been blocked
from international trade for security reasons. On October 26, 2018, a copy of the data and
information from more than eight thousand bank cards was posted on a dirty website (Gcaza and
Von Solms, 2017). When everyone thought the storm was severe on October 31, 2018, the world's
second round was given more than 12,000 Darknet cards, including 12,000 cards from Pakistani
banks. Islamic Bank was the largest bank to go public, but the statement said most of the control

cards from the 24 banks were available to buy over the counter (Shah et al., 2018).

The dirty website is a hotspot for criminals and cannot be fixed without software,

anonymous communication (Noor et al., 2019). The news came after an airstrike at Pakistan's




Islamic Bank last week, but $ 20,000 was withdrawn from their server. These papers' retail price
increased from $ 100 to $ 180 (from $ 13 million to $ 440). Of all the banks, HBL, the world's
largest bank, was hit hardest by more than 8,000 cards, followed by UBL, Standard Chartered
Bank, MCB, and Meezan Bank, each with a thousand cards (Shah, 2018). Alfalah Bank, Islami
Bank, and Punjab Bank were among the banks to view more than 500 of their cards on the website
or the Internet. Depending on the packet, copies of credit card information can be obtained in two
steps (Valasai et al., 2017). First, signs such as full name, address, phone number, card number,
and expiration date can be used by any order to purchase online. The second instruction is
represented in an attempt to be abandoned (Noor et al., 2019). It means that the offender would
have wanted to read the card information at the ATM or on the business computer or unlicensed

trading equipment.

The Electronic Crime Prevention Act views the Internet as a place for modern
communication. The law also states that cyberattack control should be done to promote
information security and value (Zhou et al., 2019). In this regard, the Act promotes CERT as a
legal mechanism for accountability. CERT's primary goal is to control and reduce any injuries,
preserve evidence, respond quickly and effectively, prevent similar incidents in the future, and
obtain information about threats to the organization. To this end, the Pakistan Telecommunications
Authority (PTA) has developed an implementation plan called "CERT (Computer Emergency
Response Team) - Pakistan Telecommunication Sector Implementation Plan" (Glavee-Geo et al.,
2017). The format is suitable for parts of the national network and advises PT As on building those
sections. It is a form that describes the functions and functions of CERT. Telephony in Pakistan is
70 percent, with 140 million mobile users, and among them, three to five million users connect via

the Internet every hour (Salahdine and Kaabouch, 2019). Because of these numbers, breaking and




destroying, increasing breach of privacy and security in the Pakistani communications community,

can control the country. With its users from electrocution, CERTs come first.

Pakistan has faced cyberattacks in recent years. On the eve of the 70th anniversary of
Pakistan's independence, the Ministry of Defense's websites, the Ministry of Water and Energy,
the Ministry of Information, the Ministry of Environment, and the Ministry of Food Security were
attacked (Awan et al., 2018). Those events took a long time to shame and expose the scarcity of
the world. In 2010, it was a similar pattern, but several attacks were recorded, including the
collapse of 36 visitor websites (Zhou et al., 2019). In 2018, the attack was not only on government
departments but Careem's request, designed to call travelers, was made on the website. As a result
of the attack, information on the database of 14 million users from different countries, including
Pakistan, was compromised. The information indicates that email ID, customer information,
traffic, and phone numbers have changed (Noor et al., 2019). Similarly, cyberattacks at many

banks have emerged and are frequently increasing in Pakistan.

The Federal Investigation Agency (FIA) has reported that almost all Pakistani banks were
attacked by cyberattacks in 2018, resulting in financial losses in their accounts (Valasai et al.,
2017). Thus, the State Bank of Pakistan, which regulates all banks' activities, has voted and said
cybersecurity been violated. It is not known what bullying means and how to deal with it (Noor et

al., 2019). A final agreement for all banks operating in Pakistan is at risk of cyberattacks.




The global financial sector is facing two key issues. First, differentiate the data, which the
machine converts using different modes and different communication rules. Second, many
processes require a lot of knowledge and experience to get into data and communication (Wolf,
2020). The Delegation of Tanzania Pakistan has recommended creating a Cybercrime Unit (CCU)
to address offenses, create standards and establish a Computer Emergency Response Team
(CERT) to facilitate its implementation (Salahdine and Kaabouch, 2019). Tanzania has lost $ 6

million to several air courts that have forced CCU and CERT to grow.

Officials say they lost $ 450 million last years from cybercrime and online theft (Awan et
al., 2017a). Also, hundreds of millions of documents from developing countries have been
produced incorrectly. In this regard, developed countries such as Pakistan should encourage and
the more prominent countries a plan to fight crime. To save the lives of innocent people, we
encourage you to make proper international orders based on real life. Also, new protections are
needed to protect global privacy (Noor et al., 2019). It is an essential step in communicating with
IT. In countries that use a wide range of equipment, especially electronic location monitoring,
surveillance, and aircraft such as voice recording, satellite measures can be taken as required
(Venkatachary et al., 2018). Open the message and delete the emails. Leakage, radio surveillance,
and weak IT communication secretly or openly transmit confidential information and other

complex media (Irfan et al., 2017).

Pakistan's financial institutions include banks, financial development (DFI), microfinance

banks (MFB), non-banking companies (NBFCs), insurance companies, Modarabas, and other




financial institutions. Pakistan's financial institutions are mainly made up of banks because they
hold most of its monetary value as a percentage of GDP (Zhou et al., 2019). Pakistan's State Bank
(SBP) controls banks, DFIs, companies listed by MFBs, while Pakistan's Securities and Exchange

Commission (SECP) regulates NBFCs, insurance companies, and Modaraba companies.

Recommendations for Improving Cybersecurity in Financial Institutions in Pakistan

With the increasing use of the Internet and its widespread availability, the web is
expanding, making it easier for attackers to target the various services (Gcaza and Von Solms,
2017). To prevent attacks from the website, CERT (Computer Incident Response Team) plans to
participate in the Electron Crime Prevent Act. Organizations should strive to build good
computers. It is a must-have for any Affiliate promoting any program. Between 30 and 35 percent
of that bandwidth is lost because the datasheet does not go directly to the data centre (Noor et al.,
2019). On the other hand, they do so with different access to ‘different locations’ and thus require

more time and bandwidth. To address this, Pakistan needs a Class Internet Exchange Point (1XP).

The department is currently discussing rules on internet security. The role of educators,
military and students in combating air threats are essential (uddin Ahmed et al., 2019). Co-
operation is needed for the public and military to organize cybersecurity monitoring and response.
Protection is at the national, group, and system level, and the response also needs to be multi-
component and multi-component. There is a need to improve world-level advice to address the
website's problems, which need to be evaluated and implemented through national and industrial

CERTs (Shah, 2018). First and foremost, national law or constitution defines the purpose,




objectives, and government objectives to ensure online security (Gupta, 2018). The drafting law
for cybersecurity is under the Ministry of Information Technology and should be considered

finalized and published.

While cybersecurity requires action and initiative, it requires a balance between security
and civil rights. Any law enforced on the Internet will fail if you violate copyright laws. The role
of education and training in cybersecurity is essential in problem-solving (Zhou et al., 2019). The
situation should take precedence in school. Even at low levels and with graduation degrees, the
type is not suitable for providing cybersecurity leaders and experts (Zhou et al., 2019). The quality
of the programs should be upgraded to meet the existing challenges. Even the Pakistani
Telecommunications Authority does not have the requirements for people to work in cybersecurity

(Gcaza and Von Solms, 2017).

In a report released on July 5, the State Audit Office stated that the threat of intimidation
has become more complex and challenging and that the prices of banks and other financial
institutions have already suffered” lost hundreds of millions of dollars (Salahdine and Kaabouch,
2019). "This statement contains guidelines on how banks and financial institutions can improve
online security, and it begins to address the failure of many organizations to value data security
until the outcome (Al-Muhtadi et al., 2019). He also warned that the growing number of mobile
operators should be secure, and regulators should hire IT experts to monitor small and medium-
sized enterprises. to reduce risk; therefore, good preparation or response requires timely

knowledge " (Shah et al., 2018).




In emerging markets, online attempts by governments or government agents often
undermine the private sector as consumers. Due to limited capabilities and resources, International
internet security governments often focus on serving government officials with serious complaints
- the most important factors for stability and integrity (Zhou et al., 2019). Thus, even with
establishing its offices and significant markets, skills and resources are often inadequate to
properly train and train civil servants, hire professionals, and replace them (uddin Ahmed et al.,
2019). From the support required by judges and administrators. Organized National Computer
Security Event Response Team (CERTSs) or National Computer Security Event Response Team

(CSIRTs) to assist in combating IT or data (Salahdine and Kaabouch, 2019).

More and more countries are building such structures in Africa, and some of them are
already in place. As such, CERTs and CSIRTs are often less able to cope with the rapid changes
in the cyber threat environment, undermining the advice and support they can provide to the
industry (Gcaza and Von Solms, 2017). Only a few countries have CERT, which specializes in
responding to threats and financial events. In general, the amount of service provided by these
groups is minimal, services are not available per hour, and it is rare to include an emergency cable
(Rahman and Shurong, 2017). Key job opportunities include central security, industry-wide and
smart threat circuits, service consulting systems, financial equipment consulting services, and

business training programs for individuals (Gcaza and Von Solms, 2017).




In many developing countries, with few emerging markets and developing countries,
NGOs work together to share the threat of knowledge and work together to combat financial
scandals and cybercrime (Venkatachary et al., 2018). In many cases, paid organizations have been
at the forefront of resolving the cyber threat exchange. Sometimes only a handful of participants
agree to work together to form a partnership, and over time other parties join them (Noor et al.,
2019). Donors come in various locations and are not usually limited to group funding; it also
included companies from experience information, communication, and intelligence components
(Zhou et al., 2019). Recently, there has also been a dramatic increase in the number of internet and
financial services companies (called FinSec companies), often small in size, are seeing a rock in
the market in product offering and service FSP communications with fintech (uddin Ahmed et al.,
2019). Another boost is the increase in the number of insurers, especially in large insurance

companies around the world.

As you work to make online aid aids available in developing countries, two significant
challenges arise. First, these countries have a limited amount of cybersecurity expertise, especially
experts who understand threats on the air in DFS. Second, there is the possibility that the
economies of developing countries may not be able to meet the need for families to take full
advantage of the low-cost telecommunications system (Al-Muhtadi et al., 2019). Therefore, an
excellent solution to a shortage of telecommunications may be to build practical online
communication circuits that can increase the knowledge available in the region and build in more
significant crisis, serving the needs of many countries (Irfan etal., 2017). These regional states can

be viable financial and communication partnerships, are capable of serving both the public and




private sectors, and can serve as a platform for non-support for public-private partnerships and

exchanges, including exchanges for sensitive threats (Shah et al., 2018).

With stops in many countries, these areas can facilitate cross-border, rapid system
management and share regional practices, threats, and best practices with other regions of the
world (Rahman and Shurong, 2017). Another benefit of regional sites is their ability to connect to
the Internet in many developing countries, providing support, information, and tools that may not
be available at the regional level. For example, the central cybersecurity zone in West Africa could
pose a serious threat to cyber support in Europe (Gupta, 2018). Several European and African
participants are working to create and improve such " natural resources'. At present, there are very
few attempts to support workers in many countries and facilitate dialogue and sharing borders

(Nooretal., 2019).

One example is the FS-ISAC Threat Distribution Network, which expands globally to form
regional regions in Asia and Europe. Most of the world's efforts seem to be globalization and the
sharing of industrial services; they are very familiar with the type of services provided (Irfan et al.,
2017). Young and middle-aged donors and governments with limited resources and capacity are
critical of these efforts to address. They need a general store that allows them to access professional
services and share information with their community affiliates (Gcaza and Von Solms, 2017). To
effectively support the DFS sector's growth in developing countries, more international efforts are
urgently needed to provide costly and efficient services to the (digital) financial services sector

(Venkatachary et al., 2018).




With a high data high-data-rate, organizations need credit protection for data breaches. A
well-thought-out strategy may include protecting your website with single security that includes
all protections - firewall, antivirus, anti-spyware, and malware - as security software from multiple
clients can ultimately work together (Irfan et al., 2017). Also, employees should be trained to
prevent cybercrime - for example, not to open emails, radio, or media from suspicious or
anonymous people. Combining good security with business insurance helps to protect the
company's financial position and its reputation and public trust (Salahdine and Kaabouch, 2019).
Moyle saw buyers and sellers of accurate money information. He saw security leaders advising on
stupid water conservation methods. "Understanding best practices for data management and data

storage is important for everyone, not just IT staff, with knowledgeable experience,"

Banking services are beginning to count faster and are increasingly being used by low-
income, low-count counts in developing countries (Valasai et al., 2017). However, at the same
time, as this progresses, event teams face growing risks from computers trying to attack their
systems and customers. If this group continues to build and maintain loyal customers in the
financial systems, it needs to strengthen its defenses and have the ability to respond and recover
from potential attacks (Salahdine and Kaabouch, 2019). Maintaining a financial component and
overseeing global financial progress involves relying on FSPs to promote the security of their

operations and requiring an all-encompassing approach (Zhou et al., 2019).

Governments and services should work together within their jurisdiction and staff around
the world to share expertise and support each other in the fight against criminals (Al-Muhtadi et
al., 2019). The top six moves need some of their weak teammates' support as this will bring benefits

in terms of listening and help keep their teammates and confidence in the team. Also, discussions




about cybersecurity and data security in the financial sector should go hand in hand and be included
in discussions about data security and your data's proper use (Salahdine and Kaabouch, 2019).
Information protected by the rules will not work if the information and information contained in it

are not protected from unauthorized access.

The control system must require the financial component to provide the appropriate
information and data storage measures to ensure the reliable delivery of the product and the service
component, protect the data services and its processes, and the efficient use of facilities (Awan et
al., 2017b). With advanced businesses covering the financial system through numbers and remote
financial solutions, it is also responsible for supporting the group in risk management (Shah et al.,
2018). As non-partisans, international organizations and development workers can promote
public-independent dialogue, support constitutional initiatives, and help build support structures
that enable the sector to move forward with the rapid change of environment (Glavee-Geo et al.,

2017).

Records are vital for financial institutions. As online banks increase the amount of
information generated by businesses, they need to store it. Classified courses are encouraged
because they help organizations prioritize their risk reduction risks to their current threats (Zhou
et al., 2019). Organizing information by type, value, and understanding not only informs you of
the security you are using but can also be used to test your compliance. If you work with third-
party products, you should check their cybersecurity as much as you can (Venkatachary et al.,
2018). Third-party risk analysis models can help identify customer protection holes. Comparing
your types of customers with your risk and personal history and patient data can continue to help

you rank customers based on the threats they make to your business. From there, you can take




appropriate steps to reduce any risks (Salahdine and Kaabouch, 2019). You also need to create an
internal set of tasks for the supervisor representative to facilitate the process and keep customers

compliant at all times.




CHAPTER THREE: METHODOLOGY

Research philosophy

The current research has chosen pragmatism as its research philosophy. The research
philosophy is defined to explore the problem through multiple approaches (Hayes, and Heit, 2018).
Pragmatism states that there can be various solutions to a problem and that there can be multiple
reasons for a particular situation (Seo, et al., 2019). Therefore, this philosophy is used for mixed-
method research. This philosophy explores the research through various approaches and strategies;
through the evaluation of these approaches, there are many aspects to a problem or issue (Mobily,
and Morris, 2018). The current research has focused on exploring the issues that are faced by
financial institutes regarding cybercrime and the role that cybersecurity institutions play in

preventing these cybercrimes.

The need of selecting pragmatism as its research philosophy is to ensure that the research
is analysing the research aim through both primary and secondary data available (Seo, etal., 2019).
Pragmatism evaluates the research question with the approach that the research has further solution
or concepts that can be explored through it (Yao, et al., 2018). The aim behind opting pragmatism
for the research philosophy is to understand the overall aspects of the selected research problem
(Hayes, and Heit, 2018). Therefore, the research had included a mixed-method approach for its
methodology to understand various sources of information through which the data can be

generated and analysed in order to reach a conclusion (Kennedy, 2019).

The potential ways in which this can be done is through the application of both types of
data analysis tools (Barclay, et al., 2017). Thus, the current study has incorporated questionnaire
distribution and secondary data that is available on the research aim (Seo, et al., 2019). Through

the questionnaire distribution, the researcher shall be incorporating various opinions of the options




that are available to financial institutions regarding cybersecurity and the extent to which these
institutes are protected (Kennedy, 2019). Another approach that the researcher shall take is to
incorporate the secondary method, which is to gather and analyse literature present on the

strategies used by cybersecurity institutes to protect financial institutes.

Design of experiments

The current study has opted for a mixed-method design for its research. The qualitative
design is a part of the chosen research design (Kennedy, 2019). Qualitative design is a research
design that evaluates the research through a theoretical approach. This approach shall be using a
broad and theoretical approach in evaluating the research aim through exploring various theories
(Kral, et al.,, 2019). The current research shall be exploring research objectives by gathering
information related to cybersecurity strategies (Hayes, and Heit, 2018). The data that is present on
the approaches that are available on the approaches that are being used by cybersecurity for

financial institutes (Kennedy, 2019).

The second part of the research design is a quantitative design that will be evaluated
through numerical data. The data have been evaluated through a survey conducted by financial
institute’s representatives (Seo, et al., 2019). The cybersecurity options that are available to the
financial institutes will be helpful to understand the challenges that are faced by financial institutes
(McAbee, et al., 2017). The reason for the selection of these research design is due to the broad
overall analysis that they provided to the researcher. Through qualitative design, a more broad and
wide aspect of the answer to the research question was gathered. On the other hand, through

quantitative design, more rigid, reliability and valid design have been understood to reach the




research objectives effectively (Yao, et al., 2018). Through mixed-method research design, the
aim of exploring the research problem through multiple means was accomplished. The qualitative
and quantitative design enabled the process of discovering the research elements with the aid of
broad and theoretical means (Kral, et al., 2019). This was done by gathering various literary articles
that are published regarding the approaches that have been used by cybersecurity. Similarly, the
quantitative design was evaluated as well through a survey application that enabled the researcher

to gather and evaluate data through numerical means (Yao, et al., 2018).

Implementation

The current research has used an inductive approach for the current research. Through
inductive reasoning, the concepts research shall be collecting generalised data and move towards
specific reasoning (Kral, et al., 2019). Through the approach, the researcher shall be moving
towards exploring strategies that are opted by cybersecurity for financial institutions. Through the
exploration of the broad information that is available on the approaches and the measures that are
taken by cybersecurity, the specified information has collected (Seo, et al., 2019). This is
conducted through the application of a questionnaire survey from financial institutes regarding the

options that are available to them related to cybersecurity (Rust, et al., 2017).

The reason for choosing inductive reasoning is due to the intensive and first-hand data that
it provides. Due to inductive reasoning, more elaborative results were generated that provide more
close and prominent reasoning of the research results (Kral, et al., 2019). The mixed-method
approach was opted to understand the core elements of the research through quantitative and

qualitative means. Through inductive reasoning, a more crucial and broad result of the study is




available (Kennedy, 2019). The inductive approach provided broad and widening results to the
problem as it explored various literature articles that are analysed for the potential strategies

acquired by cybersecurity for the financial institute (McAbee, et al., 2017).

Collection of Results

The data collection method for current research is both secondary and cases occurred

recently. The second part of the data collection process is through secondary data that is recently

published.

The secondary data will include the literary articles that have been published regarding the
approaches that are used by cybersecurity for financial institutions (McAbee, et al., 2017). The
reason for the two kinds of data collection method for the research is to analyse the research
through broad and multiple approaches. The two approaches have enabled the researcher to
explore the researcher with the help of collecting effectual and relevant data for the research

(Mobily, and Morris, 2018).

Sample size

The sample size for the current study is done through snowball sampling size. The sampling
technique chosen for the current study is selected due to the relevance that the population have
with the research (Janssens, et al., 2018). The sample size for the research is around 100

participants.




Inclusion and exclusion criteria

The potential articles included in the study were relevant to the research aim. The articles
included in the study were published after the year 2017 (Hayes, and Heit, 2018). This provided
the research with the latest data to be collected and analysed. Those articles were excluded from
the study that was not well structured. Those articles were also excluded that were not sourced and

well structured.

Ethical considerations

There are certainly ethical considerations that are needed to be followed, with the potential
considerations to be kept in mind. The research ensured that the data collected from the research
has kept in mind the entire ethical consideration (McAbee, et al., 2017). These included giving the
authors their due credit whilst citing them in the research (Yao, et al., 2018). The authors included
in the research has been well quoted, and any element that was not part of the initial sources has
been omitted from the research. The participants that were part of the data collection process were
communicated regarding the aim of the research and the reason for collecting data (Seo, et al.,
2019). They were asked prior to collecting data from them, and if they decided to refrain from
providing their data, then their wishes were honoured (Rust, et al., 2017). The information of the
participants was kept confidential as well to ensure that their data were not used for any unethical

means.

The exploration of cyberspace is digitally vulnerable, especially in Pakistan with uprising
challenges. Some of the sites have become restricted with the available objectionable data such as

various torrents and YouTube, which have become easily accessible with the help of different




software. There are robust websites PTA (Pakistan Telecommunication Authority) have designed
with the government agency towards maintaining the establishment or maintenance. However, the
threatening or illegal have regulated the whole communication by setting up for the betterment of
various cybersecurity reasons. Moreover, in 2013 around 14,000 websites were blocked due to the
objectionable data by banning by the agency. Therefore, government accessibility has shown a
more significant failure. With 14 billion pieces of email, fax, phone communications have

intercepted by making Pakistan the second highest country observed with the NSA after [ran.




CHAPTER FOUR: RESULTS, ANALYSIS AND EVALUATION

The current research has observed that with the amplified use of internet services to
improve integration, governments are migrating their centralised services to internet services. The
use of Internet services in government programs increases the risk of destruction of internal
security systems (Firdous, 2018). Based on reports published and published at the conference on
US Online, professionals can create networks, slow down or mitigate attacks on cyber services or
services related to government documents. The study further developed that cybersecurity
organisations are taking notice of the potential cybercrimes that are taking place. This was
established in Syed and Javed, (2017) that Agencies are also concerned about the safety, stability,
and integrity of the public property and public services, as other increasingly severe attacks for

private Information pose another threat to the economy national security (Bukht, 2017).

Digital Financial Services (DFS) is an excellent opportunity to analyse financial resources'
integration and improve people's lives (Baloch, 2018). Cybercrime, for example, is a significant

problem in financial markets in developing countries, threatening to disrupt developing countries




in other sectors, including financial markets (Haq and Atta, 2019). The rapid growth of the internet
and technology has impacted South Asia with high volume markets. Although telephone numbers
are most commonly used in the Asian market, they are at risk of cybersecurity attacks for office
fees. In 2016, a series of attacks hit financial institutions in Bangladesh, Indonesia, Japan, the
Philippines, Taiwan and Vietnam. Cybercrime is on the rise in sub-Saharan Africa and Latin
America, and crime is growing faster in these two regions than in any other (Pomerleau, and
Lowery, 2020). An explanation for this situation might be that DFS applications are widely used
to use effective techniques to protect the security of financial transactions for DFS to work with
clients. As governments develop better defenses against cyberbullying, hackers don't seem to be

shifting their focus to the DFS market for vulnerable future exploits.

The current study established Information related to the extent to which technology has
evolved in Pakistan as this has led to the increase in cybercrimes as well. Pakistan is one of the
non-industrial countries where many associations use innovative data in their offices. Major
governments are showing a willingness to use them (Ullah, et al., 2019). The types of processing
and services in plan. Structures NADRA (National Registration and Database Service) is
Pakistan's leading certification body, which uses banks, Visa workstations, offices, telephones,
and the FBI (Federal Bureau of Investigation), among others. Update population data in a timely
manner (Syed, and Javed, 2017).According to a report, NADRA is one of the largest associations
in the world as it benefits from the latest advances in governance. European countries are currently
using the Security Content Automation Protocol (SCAP) calculation for their National
Vulnerability Database (NVD), which provides Information for risk assessment, security
assessment and compliance. Experts have identified attempts to infiltrate private data (Baloch,

2018).In such a case, NADRA may become the target of suppressed on the basis of fear of




reprisals, closure, or damage to their main services, ignoring people's secrets and using them to

motivate them (Daugéliene, 2019).

A research stated that Speculation is a financial market for buying and selling long-term
loans or businesses. This type of capital helps associations and governments pay their bills and
protect them from misinformation (Ullah et al., 2019). Commercial electronics have supplanted
this important market (Tariq, 2018). These assets include cash transactions, venture banks,
financial institutions, and government agencies. This shows that there are some online and

financial services organisations in use in Pakistan (Firdous, 2018).

Pakistan is a non-industrial country that is starting to advance cybersecurity. So,
confidentiality is a fundamental issue for society. For example, a space for interpersonal interaction
provides a stage in which clients can communicate and share individual data with their peers
(Daugeéliene, 2019). However, attackers encourage these websites to collect personal Information,
including. According to security experts (Threat Track Security 2014), typical cyber threats of
2015 A large number of APTs and a small number of undetectable cellular threats (Bukht, 2017).
In addition, very terrible attacks again showed 23%, while short attack periods and internal threats
reached 13.5% (Syed, and Javed, 2017). The volume of potential organisational threats in 2015,
CPR and SQL Infusion are 28%, the latter is 23% probability, and the other is 25-17%. It was also
found that most of the online services were intercepted in 2015, as shown in the photos above
(Pomerleau, and Lowery, 2020).In addition, Pakistani lawmakers must again prepare for a secure

future.




Cyber Security Guidelines in Pakistan

Currently, no law enforcement in Pakistan can counter cyber threats. Legislative
requirements in Pakistan are certainly low, and there is no link to online threats (Khan, and
ANWAR, 2020). the research concluded that there is a need for cyber law enforcements to take
proper action in Pakistan (Haq and Atta, 2019). As several studies stated that as they would morid
of all cybercrime and led to a wide range of cybercrimes and cyber problems such as Hacking
(data access), data resistance and mechanical frame conditions, in particular, linear attacks of
online fraud against ICT, offices, illegal blackmail by people in general, massive fraud, as well as
virus abuse and danger in testing ICT framework conditions (Tariq, 2018).These crimes cannot be

adequately solved or denied under the watchful eye of the law.

The research studied that these unique and bizarre crimes require a different and broader
approach, targeting individuals / associations on the Internet (Syed, and Javed, 2017).The
regulatory bodied in Pakistan by establishing a Cybercrime Unit (CCU) to combat crime, take
action and create a Computer Emergency Response Team (CERT) to carry out its tasks (Khan,
and ANWAR, 2020).Tanzania lost $ 6 million in various aircraft, forcing them to redesign the
CCU and CERT. The authorities discussed $ 455 million lost annually due to cybercrime and
computer theft (Bukht, 2017).1t has been shown that a large amount of corroborated intelligence
has been ignored. Thus, for example, the created countries, Pakistan, must promote laws on enemy
crime in non-industrial countries (Ullah, et al., 2019).In January 2015, the Pakistani National
Assembly passed the Crime Prevention Act 2015, which was approved by the Minister of
Information and Communication Technology Afshan and others. (2018) and addressed key

complementary issues (Syed, and Javed, 2017).




The research studied that the country improved the ability to use new discoveries for
available applications. The study evaluated that guidelines for the preparation of electronic
guarantees, orders for the maintenance of electronic wills, transmission of street data (Firdous,
2018).In order to investigate online crimes in general, it is necessary to collect real data under
certain conditions and with different forces (Tariq, 2018). The completely new idea of a new power
needed to investigate and suppress these crimes requires their capacity and human peace of mind
to be realised to ensure that they can be informed in accordance with the Constitution (Baloch,
2018).This can be done very well by strengthening protective measures and installing new guards,

especially in view of the new forces and the crisis (Syed, and Javed, 2017).

The introduction of this new law will ensure crime and public safety by creating and
creating a protected climate of risks for ICTs, administrators and Internet businesses (Ullah et al.,
2019).In addition, there is another significant insurance for the transfer of these measures and for
a range of measures to ensure the safety of residents (Bukht, 2017). As a result, no attempt was
made to open up to locals to get rid of the threats posed by all cybercriminals at home and abroad.
It is the most important government measure to prevent cybercrime and improve public safety on
the Internet (Ahmed, 2019).However, various requirements need to be added to ensure the safety

of Pakistani authorities and residents (Bukht, 2017).

Cybersecurity approaches to Prevent Cyber Threats in Financial Institutions

As the research evaluated the approaches of cybersecurity, cybercrime is was analysed the
most. Criminal behavior has been linked to cybercrime, with the use of personal computers as an

important source of preparation and search (Firdous, 2018).Cybercrime is generally a crime




involving the use of computers and the internet to collect individual data, search by search engines,
and search for data (Pomerleau, and Lowery, 2020).Because today's innovation is so important to
human life, crime is linked to innovation. Malware attacks occur simultaneously between devices,
programming elements and pieces of correspondence, as well as abuse of the current image.
Cyberattacks are an immediate attack on an online association that uses the internet to counterfeit,
hack, delete, and illegally use massive IT equipment Khan, et al., 2018). Cybersecurity has a
positive effect on hierarchical execution. Unwanted PCs are a serious problem in many areas

(Syed, and Javed, 2017).

A research stated that it is generally accepted that cyber fear suppressors have a strong
interest and have had the ability to attack, uncover and attack various specialised service
associations such as intelligence for executives (Khan, and ANWAR, 2020).The security,
flexibility, and resiliency of national IT and tax-deductible organisations is another challenge to
manage as the number of threatening attacks poses a threat. public safety, financial disasters and
other important information (Pomerleau, and Lowery, 2020). By 2020, it is estimated that 38.5
Block Making Innovations will be permanently connected to the internet to create and distribute
classified data around the world (Bukht, 2017).In this case, two new problems arise, Data not
related to the availability of various cases. One is a great dataset that varies depending on the type
of article and standard usage guidelines, as well as various data-sharing guidelines (Haq and Atta,
2019).At the same time, there are many possibilities for incorporating different realities and

activities into data and correspondence structures.

Pomerleau, and Lowery, (2020) stated that Information and records of 19,864 cards held
by 22 banks in Pakistan presented the downside, according to a Pakistani study of the PakCERT

budget. It all started in mid-October 2018, when some Islamic bank clients received warning




messages about monetary transactions they were not receiving (Khan, and ANWAR, 2020).Due
to unprecedented $ 2.6 million exchanges, Islami Bank closed its global rate cap on October 27,
2018. The scammers traded through ATMs around the world. Use of bank statements (Syed, and
Javed, 2017).When PakCERT investigated cybersecurity, it was determined that the 20,000 bank

card data could be tampered with.

Another study stated that the news may further clarify what some have recently received
from your banks. The card has been excluded from global exchange for security reasons. On
October 26, 2018, duplicate Information and data for over 8,000 bank cards was posted on a dirty
website (Baloch, 2018).At a time when everyone thought the storm was violent on October 31,
2018, more than 12,000 darknet cards were issued in the second round of the world, including
12,000 Pakistani bank cards (Daugéeliene, 2019). The Islamic Bank was the largest bank open to
the entire world. However, the complaint indicated that most of the 24 bank control cards were

available over the counter (Firdous, 2018).

It has been stated that Pakistan has faced recent cyber attacks. Shortly before the 70th
anniversary of Pakistan's autonomy, targets of the Ministry of Defense, the Ministry of Water
Resources and Energy, the Ministry of Information, the Ministry of the Environment and the
Ministry of Food Security were attacked (Ahmed, 2019).These events have led to embarrassment
and exposure of the guilt of the whole world. This was a similar example in 2010, but several
attacks were reported, including 36 guest suites (Ullah, et al., 2019).In 2018, the attack took place
in government offices, and Karim was asked to call scouts into the territory. The attack
compromised data from a dataset of 14 million customers from different countries, including

Pakistan. The data shows that email id, customer data, traffic, and phone numbers have changed




(Baloch, 2018).Cybersecurity exists in many banks and is generally on the rise in Pakistan (Haq

and Atta, 2019).

Another study that the Federal Investigation Agency (FIA) explained that almost all
Pakistani banks were attacked by cybersecurity attacks in 2018, and that their records indicate
financial disasters (Firdous, 2018).As a result, the state bank of Pakistan, which controls all
banking operations, voted to violate cybersecurity. It is not clear what bullying means and how to
deal with it (Pomerleau, and Lowery, 2020).Cyberattacks are in jeopardy of a final deal for all

banks operating in Pakistan.

In the area of global finance, there are two key points of contention. First, exchange
Information that changes the car using different methods and clear matching rules. Second, many
loops require a lot of Information and expertise to enter Information and correspondence
(Daugéliené, 2019).The Delegation of Tanzania and Pakistan plans to establish a Cybercrime Unit
(CCU) to tackle violations, set standards and establish a Computer Emergency Response Team
(CERT) to enforce it (Tariq, 2018).Tanzania lost $ 6 million due to a series of benches that limited

the development of CCU and CERT.

Authorities say they lost $ 450 million a year ago due to cybercrimes and online theft (Syed,
and Javed, 2017).In addition, a large number of records of agricultural countries were made in
error. Thus, for example, the nations created must support Pakistan and the most incredible
countries in the crime-fighting system (Haq and Atta, 2019). To save innocent people, we ask you
to place appropriate global orders based on reality (Khan, and ANWAR, 2020). In addition, the
new guarantees are expected to guarantee global protection (Syed, and Javed, 2017).This is an
important step in talking to you. In countries where a wide range of equipment is used, especially

electronic surveillance of the territory, reconnaissance, and aircraft, such as voice recording,




satellite measurements can be carried out as needed.Open the message and delete the messages.
Spills, radio surveillance and vulnerable IT correspondence transmit private data and other

complex media confidentially or transparently (Ahmed, 2019).

The study further stated that Pakistan's financial institutions include banks, turnkey event
companies (DFI), microfinance banks (MFB), non-bank organisations (NBFC), insurance
agencies, Modarabas and other financial funds (Ullah, et al., 2019). Banks are mainly Pakistani
financial institutions because they hold most of their monetary value in the form of GDP levels
(Zhou et al., 2019). The State Bank of Pakistan (SBP) regulates banks, DFls and MFB-registered
organisations, while the Securities and Exchange Commission of Pakistan (SECP) manages

NBFC, insurance agencies and Modaraba organisations (Syed, and Javed, 2017).

The risks in Financial Institutions in Pakistan regarding cyber-attacks

As discussed during the literature review, it is clear that cyber-attacks are criminal actions
to access data, which is confidential, the facts’ security obtained through a company utilising any
framework that is designed to identify (Ahmed, 2019). Cyber-attacks from various point of view
are essential to suppress them. There are various attacks’ forms, although the most commonly

known are discussed in the following paragraph.
Several Forms of cyber attacks

Some attacks are particularly utilised to contempt particulate assets, for instance, an
internet server for operators. Such attacks are commonly witnessed every year. It is a contest for
error and trial to identify the passcode of the system. One of the fourth attacks on networks is an

effort to brute force. In such an attempt, software of the computer was utilised to give various




combinations of passwords (Awan, Memon and Burfat, 2019). Another category is browser
attacks, which are targeted at users on the internet. Such attempts can additionally motivate them
to save the virus deprived of realising it. These attacks utilised fake application software has to
replace, upgrade, or implement. Websites are additionally required to save malware. Approaches
of high quality are to bypass complete networks based on browsers attacks to upgrade web
browsers repetitively (Shad, 2019). Another type of attack addresses the Bash vulnerabilities, a
comprehensive line of command shell of Linux and UNIX systems. As various installation is never
upgraded, the susceptibilities yet are available on the internet. The issue is that Shellshock is all

networks' target.

The external procedures’ interruptions are completed by a distributed denial-of services
damage of the attack to the webpage. The overflow externally of demands to a site on the internet
server is yet known interruption event’s type has the possibility needed and disturbing. For
instance, a broad company that manufactures commercial furniture whose site buy web page will
note is manifested for more than 18 hours; thus, events of this type may also establish an issue in
the store based on the internet (Khalil, Usman and Manzoor, 2020). Another type of attack is to
intercept data transferred over a connection, which is encrypted. Such attacks lucratively occupy

data deprived of encryption.

These are identified by Hussain et al. (2017) as the most commonly found attacks today.
The internal processes' disruption is additionally performed through a multipoint elimination
internally that regulates the data by users, eradication, and encryption of the prime systems.
Attacks backdoor are utilised for safeguarding general authentication for access remotely. Such
attacks are included in the program software utilising the theme. These are included in the

programs or established utilising an existing application. The rear doors are not such common




attacks. On the other hand, Thieves use botnet attacks (Shad, 2019). More than one or one

malicious actors are thus from a distance controlling the systems of information.

Attackers utilised such attacks for activities, which are malicious or engage botnets to
conduct activities, which are dangerous for the users. At the time, getting botnets computer systems
in millions can be maintained (Ahmed, 2019). The perpetrators attempt to control users' data, data
website accounts, social media, and other vital information. The user accounts’ hacking is
insignificant just in customer accounts on social media, which are not focused on their systems.
Through this rationale, such interruption activities have very minute coverage in contrast to the
rest of the interruption events (Haq and Atta, 2019). The internal operations’ interruption has very
small coverage in contrast to the rest of the interruption events. Internal operations’ interruption
takes place by denial of services of an internet network. In few scenarios, such interruption may

consume time to be reoccupied in days, months, and weeks comprehensively.

Advanced regulations the networks' disposition to shift the malicious code amongst the
linked computers' network to change at the same time it deteriorates the computers' operating
system, erasing the files, controls the service routines and work to destroy the peripherals (Haq
and Atta, 2019). The access, which is unauthorised rights, has a network to abolish a physical
framework amongst the physical and digital world, in addition to underlining an exposure to the
comprehensive framework, which can save existing life. Such type of activity needs
comprehensive information of the framework and its network with important assets and structures

of management shown in figure 1 below.
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The data and information on various amounts of cards that are among the clients of more
than twenty-two financial institutions in Pakistan provide the signal to the dark side, as research
by Alghazo, Kazmi and Latif (2017). It all begins at the end of 2018; at the time, few clients of
Islamic banks obtained warning through text message cautioning them against the exchange of
cash, that they did not. In an irregular trade amounting to the rest USD 18500, Islamic Bank
congested its payment plans internationally at the end of the same year (Alghazo, Kazmi and Latif,

2017). Hackers carried out some international automatic teller machine transactions with debit

cards issued by the banks.




The effectiveness of cybersecurity strategies in preventing cyber threats

In reality, when the researchers examined the cyberattacks, it recognised that data
regarding twenty thousand cards were negotiated. Moreover, it can elucidate the news that a few
users have received from their banks, who have currently shown that the car cards been blocked
for transactions internationally for reasons of safety. During late 2018, data and information’s copy
with nearly 1000 debit cards was mentioned on the dark web. At the time everyone understood
storm was more than the end of the October of the same year, the second landfill of more than
10000 cards on the darknet was the issue, encompassing more than 10000 cards from banks in
Pakistan (Awan, Memon and Burfat, 2019). The Banks in Pakistan went public; nevertheless, the
report showed that a huge number of control cards from more than twenty various banks were
available for buying on the dark web (Hussain et al., 2017). This part of the web is famous as a
criminal movement’s hotbed and cannot be restored deprive of software and nameless

communique.

The information came after the cyber-attack on banks of Pakistan seven days’ earlies,
taking a minimum of twenty thousand dollars out of their bank accounts. The cost of the deal for
such debit cards has grown from thirteen thousand to twenty-two thousand. Habib Bank Limited
(HBL), of all banks, is the biggest banks of Pakistan was the most knowingly pretentious through
more than eight thousand cards, after the United Bank Limited, and according to Alghazo, Kazmi
and Latif (2017), “Standard Chartered Bank, MCB and Meehan Bank, each with over 1,000 cards.
Alfalfa Bank, Islamic Bank and the Bank of Punjab were among the banks that saw over 500 of

their cards thrown into the dull network or web.

The pirated copies of credit card information can be accessed in two configurations. First,

someone for illegal online purchases can easily use credits such as full name, address, phone




number, card number, and expiration date. The second configuration is represented by the scanned
dumps. This means that the hacker was physically willing to check and scan the details of the
credit card an ATM or a compromised commercial computer or trade machine for illegal trade."
In addition to customer data in Pakistan, non-Pakistan banks' maps such as the commonwealth
bank of Australia, national bank of Abu Dhabi, Citibank USA, Abu Dhabi Islamic Bank and
Emirates ND were visitor data, which was discarded when they were in Pakistan and used the

ATMS or the telling machines (Awan and Memon, 2016).

The mother bank in Pakistan, named as State Bank of Pakistan, mentioned that banks their
selves were note hacked as it mentioned. "It has been noted with concern news things detailing
that the information of most banks has been hacked. SBP completely rejects such reports”™. It is,
moreover, assisted through a report by the research that details out the scale and timeline of leaks
of data. It assisted the state bank’s claim and mentioned that the data was surely cheated through
scanning of cards (Bukht et al., 2020). Devices such as Carcardimmers can be used to collect and
copy the information in the magnetic stripe of credit card they came into an exchange with.
Utilising this data found wrongfully, hackers can exploit frauds on credit cards, as manifested in

the following figure.
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When someone thinks regarding cybersecurity, the initial thing, which comes to mind, is
cyberattacks that grow considerably. Cybercrime is a term for any activity, which utilises a
computer as the main source of education and theft. Generally, cybercrime can be described as a
crime by utilising the internet on the computer to steal the identity of a person, information, and
victims’ track down. A detailed technology has a vital role in the life of a person; such crime will
grow with advancements in technology. Conventional attacks of malware happen at a single point
on the surface amongst equipment of hardware, software section, and layers of the network,
utilising the current projectile wrongly (Malik and Islam, 2019). Such cybercrimes attacks are
aimed by cyberspace at a company, which utilised the internet by the malicious control,

deactivation, destruction, and disorder of the IT infrastructure of organisation. According to




estimations, more than thirty-eight billion devices were connected to the internet to create and

disperse sensitive data around the world.

Improving cybersecurity in Financial Institutions

The description mentioned above can be intellectual as a cybernetic cycle of defence
encompassing four tools discerningly forensic reaction, detection, and prevention—these four

fundamental techniques to detect, cope and deal with them,; table 1 details the discussion.

Table 1: Solutions to manage cyber-attacks, phase detail
SNo | Method/ Details

Phases

Prevention 1s better than cure. It's
bclllcr h]J{d\-I(::d ‘“E altack before i i_l lakes
ace. Mg ality security software
! Prevention " ﬂx mzl.x lled on your
wmputch to report your work and
your pnvate virus data.
Detection can sdenlify secunty
mcidents. It is also used to monitor and
redirect network traffic to protect a
System.
Reaction happened when cyvber-atlack
suﬁesslfu t}@l&a mﬁd it 1;11.-1:. 1o Ec
T uickly clanl cther and to whom
3 Reaction qllu accident has to be reported. This
obligation may be primarily due to the
data protection act]3.
When an attack is climinated and the
System heals, this Phase is used 13.

2 Detection

4 Forensics

The section of prevention is accountable for consistent monitoring the device to detect any
incorrect configuration or vulnerability inside. The detection section utilises IDs, for instance,
"Network IDS, Host base IDS, Signature-based IDS, and Anomaly-based IDS". Experts can utilise
Wireshark to identify traffic in a server that is also assistive to know about the perpetrator (Tariq,
2018). The phase of reaction is utilised to give immediately remove the attack. At the time, an
attack removed, and the system heals after that, the phase of forensic is utilised. The monitored
system is utilised for safeguarding the system, information of central monitoring, encompassing

the configuration and topology of resources of the network. Such scenarios consist of signals of




intrusion, hardware installations, software updates etc. Few examples of this device are FW, AV,
and IDS. Receipt’s acknowledgement countermeasures such as closing UDP/TCP ports,
redirecting traffic, which is incoming, implementing a route etc. Monitor or measure
susceptibilities reaction additionally characterises data on vulnerabilities (More and Nalawade,
2015). System modal shoulders that the data accumulated the supervised system, for instance, the

topology of the network.

Atomic technical solution is data which has not been converted and prepared in actions of
correction will recognised the countermeasures’ knowledge, a sequence of promising
countermeasure will be made, and an effort will be made to amalgamate the remedies made above
in the discussion to prevent the attacks. The thread model is dependent on susceptibility checks,
and the system model, a threat model manifesting models of attack, was attempted. In the process
of selecting an action, few measures to counter attacks are chosen through balancing the
conversation amongst the phases of the safety of the machine and the reaction is cost. Especially,
a problem like this is not generally a monetary value' matter the probable reduction in the
availability of various sources (Syed, Khaver and Yasin, 2019). To safeguard the data is essential

to utilise advanced and secured software for attack’s detection.

According to Syed, Khaver and Yasin (2019), "We can also use Wireshark for detection of
the attacker the source IP address. In this way, we can protect our data by block incoming viruses
and attack. Cybersecurity is a global field designed to protect and monitor networks, computers,
data, and programs from unauthorised access or misuse. The most important task of a cyber-
security analyst is to protect a network from damage." In their study, they showed data related to
cyber-attacks, threats, prime challenges and also gave little solution to suppress the crime. The

researcher also introduced and discussed the importance of cybersecurity attack.




Attackers utilised such attacks for activities, which are malicious or engage botnets to
conduct activities, which are dangerous for the users. At the time, getting botnets computer systems
in millions can be maintained (Rasool, 2015). The perpetrators attempt to control the personal data
of users, data website accounts, social media and other vital information. The user accounts’
hacking is insignificant just in customer accounts on social media, which are not focused on their
personal systems. Through this rationale, such activities of interruption have very minute coverage

in contrast to the rest of the interruption events.




CHAPTER FIVE: CONCLUSION AND RECOMMENDATION

Cybersecurity is international fields established to safeguard and monitor programs, data,
computer and monitor networks from misuse and unauthorised access. The most vital task of
cybersecurity analysis is to save a network from damage. In this study, it is shown that data related
to cyber-attacks, threats, prime challenges and also give little solution to suppress the crime.
Moreover, this researcher introduced and discussed the importance of cybersecurity. Furthermore,
itanalysed the security of information, cyber-attacks, and cybercrime. This research also evaluated
the targeted cyber-attacks of attacks in financial institutions in Pakistan happened. Pakistan is the
improving state and future of South Asia day by day. The government of the country is attempting
to develop few policies to combine security measures to enhance the existing systems’ capabilities
to safeguard future cyber targets. Through this method, the chance for the banks’ security, critical
infrastructure, and major sectors are considered and requires more study in the privacy and security

of such deployed systems of Pakistan.

Digital conflicts are a real threat to public influence and protection, as they have far-
reaching consequences that are exacerbated at home, around the world and abroad. Just as there is
no digital activity between countries, this makes it difficult to identify an opponent. In the case of
Pakistan, the internet has spread to banking institutions, education, as well as the military, as well
as to the government. In any case, Pakistan is lagging behind when it comes to limiting its position.
Pakistan's financial sector has expanded the excellent quality of its computer network and started
putting financial offices online, but executives are not encouraged to try illegal transfers. In the
financial district, ATM fraud has become commonplace. Programmers are introducing ATMs to
hack into the card economy and extort other documents. The government does not see a significant

need in this area, and therefore, they do not spend more on it. As a result, Pakistan has been




experiencing a sharp economic downturn for some time. At the time, Kamran Ali Qureshi, the
director of the Office of Science and Innovation, told the Pakistani Commission that Japan was
burning a 25% budget for research and innovation, while Pakistan was spending less than 1%. Law
has not yet been passed because it is not interested in the government. Pakistan currently has some
laws on cybersecurity, but many of them are not strict, and others are not enforced. This is a major
reason for Pakistan's digital warfare. Pakistan has a digital platform called Public Cybercrime
Response Point. Its main task is to combat digital hidden words related to data collection, financial
problems, and illegal stimuli. In fact, it is not very economical due to the digital ignorance of the
Pakistani people. People have no idea how to break crutches, and others think it could make it
harder for them, so they are stuck. However, government research institutes also cover Facebook,
Twitter, Google, Skype and other similar cybercrime. It is gratifying to draw attention is not so

realistic.

The Pakistani framework cannot fight against or prevent illegal entry. In addition, there are
a number of panicked organisations operating in Pakistan that point to a more difficult security
situation in Pakistan. Lack of attention to digital technology in humans is also becoming an
increasingly serious challenge. People do not know how to protect their information against
hackers or illegal access because they are being abused. Many Pakistani programmers claim that
Pakistan's official database and registration authority are insecure. NADRA information is, in fact,
public and therefore, it must take effective steps to keep the website secure. Because Pakistan is
such a convenient place, there is a unique knowledge of Pakistan and, therefore, a real threat to
NADRA. This requires existing methods to ensure the security of the information they develop.

Hacktivism is not controlled in Pakistan, programmers in the current plan are destroying many




official destinations in the Pakistani administration, and it is completely inappropriate for a

government agency to do so as they lack innovations to prevent these digital attacks.

Many countries are adopting radio services, and Pakistan is one of the developing countries
where many organisations are using information technology in their facilities. Top governments
are showing their willingness to use these. NADRA is Pakistan's official state-of-the-art
certification body used by banks, passport offices, electoral departments, telephone, and the FBI,
among others. Maintain population information. According to the report, NADRA is one of the
world's leading organisations due to its use of advanced service technologies. Currently, European
countries are using the SCAP  algorithm for their NVDs, which data that allows risk assessment,
security measurement, and compliance. Experts have observed attempts to breach confidential
information. Meanwhile, NADRA may be the target of a terrorist attack to close down or harm its

central services, violate people's confidential information, and use it for their purposes.

Pakistan has faced cyberattacks in recent years. On the eve of the 70th anniversary of
Pakistan's independence, the Ministry of Defence’s websites, the Ministry of Water and Energy,
the Ministry of Information, the Ministry of Environment, and the Ministry of Food Security were
attacked. Those events took a long time to shame and expose the scarcity of the world. In 2010, it
was a similar pattern, but several attacks were recorded, including the collapse of 36 visitor
websites. In 2018, the attack was on not only government departments but also Kareem’s request,
designed to call travellers, and was made on the website. As a result of the attack, information on
the database of 14 million users from different countries, including Pakistan, was compromised.
The information indicates that email ID, customer information, traffic, and phone numbers have
changed. Similarly, cyberattacks at many banks have emerged and are frequently increasing in

Pakistan.




Officials say they lost $§ 450 million last years from cybercrime and online theft. In
addition, hundreds of millions of documents from developing countries have been produced
incorrectly. In this regard, developed countries such as Pakistan should encourage and the more
prominent countries a plan to fight crime. To save the lives of innocent people, we encourage you
to make proper international orders based on real life. In addition, new protections are needed to
protect global privacy. It is an essential step in communicating with IT. In countries that use a wide
range of equipment, especially electronic location monitoring, surveillance, and aircraft such as
voice recording, satellite measures can be taken as required. Open the message and delete the
emails. Leakage, radio surveillance, and weak IT communication secretly or openly transmit

confidential information and other complex media.

Pakistan's financial institutions include banks, financial development, microfinance banks,
non-banking companies, insurance companies, Modarabas, and other financial institutions.
Pakistan's financial institutions are mainly made up of banks because they hold most of its
monetary value as a percentage of GDP. Pakistan's State Bank controls banks, DFls, companies
listed by MFBs, while Pakistan's Securities and Exchange Commission regulates NBFCs,
insurance companies, and Modaraba companies. With stops in many countries, these areas can
facilitate cross-border, rapid system management and share regional practices, threats, and best
practices with other regions of the world. Another benefit of regional sites is their ability to connect
to the internet in many developing countries, providing support, information, and tools that may
not be available at the regional level. For example, the central cybersecurity zone in West Africa
could pose a serious threat to cyber support in Europe. Several European and African participants
are working to create and improve such " natural resources'. At present, there are very few attempts

to support workers in many countries and facilitate dialogue and sharing borders.




One example is the FS-ISAC Threat Distribution Network, which expands globally to form
regional regions in Asia and Europe. Most of the world's efforts seem to be globalisation and the
sharing of industrial services; they are very familiar with the type of services provided. Young and
middle-aged donors and governments with limited resources and capacity are critical of these
efforts to address. They need a general store that allows them to access professional services and
share information with their community affiliates. To effectively support the DFS sector's growth
in developing countries, more international efforts are urgently needed to provide costly and

efficient services to the financial services sector.

With a high data high-data-rate, organisations need credit protection for data breaches. A
well-thought-out strategy may include protecting a website with single security that includes all
protections - firewall, antivirus, anti-spyware, and malware - as security software from multiple
clients can ultimately work together. In addition, employees should be trained to prevent
cybercrime - for example, not to open emails, radio, or media from suspicious or anonymous
people. Combining good security with business insurance helps to protect the company's financial
position and its reputation, and public trust. Moyle saw buyers and sellers of accurate money
information. He saw security leaders advising on stupid water conservation methods. The control
system must require the financial component to provide the appropriate information and data
storage measures to ensure the reliable delivery of the product and the service component, protect
the data services and its processes, and the efficient use of facilities. With advanced businesses
covering the financial system through numbers and remote financial solutions, it is also responsible
for supporting the group in risk management. As non-partisans, international organisations and

development workers can promote public-independent dialogue, support constitutional initiatives,




and help build support structures that enable the sector to move forward with the rapid change of

environment.
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